Annexure-A
Call Logging and Ticket Closure
In order to get the best response from the support organization (M/s HP) and the processes that have been implemented by them, the following needs to be ensured at all the CBEC field offices:

1. Every breakdown/defect (including in buildings where RE is available) must be logged with the Help Desk either through e-mail or by calling toll free number (1800-425-4994).

2. When making the call/sending the e-mail, the following details must be available:
a) Complete Site Address
b) Site Code

c) Equipment Name

d) Equipment Serial number

e) Equipment Model number

f) CBEC Contact Person Name

g) CBEC Contact Person telephone number

h) SSO ID, if available
i) Official Email ID (Icegate email id)

3. In case resolution is handled through HP RE or Support Engineer, he will prepare a Service Call report (format attached) which the user/ authorized person is required to sign once the business functionality has been restored. Also, while signing, the required remarks, if any, must be clearly mentioned in the report. Please note that Customer (Nodal Officer/ Authorized Person/ User who has logged the case) has to sign the call report and has to put official stamp on it.
4. In case an issue is resolved by remote support alone, the concerned user would get an e-mail confirming the resolution. The user may reply to the mail along with his comments, if any.
Central Board of Excise & Customs LAN Project
                                           HP Authorised Service Partner

                                                 SERVICE CALL REPORT

Site Code :_____________________________Ticket no:______________________________
Equipment Serial no:_____________________ Equipment Name _____________________________
Customer Contact Person ______________________Customer Contact no :_______________

Customer Address _____________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

Call Open Date_________________Time______Engineer Arrival Date______________Time________
Call Rescheduled : Y / N__________ Reschedule  Date___________________Time_________
Onsite Repair Date_______________________________________Time__________________

Issue Description :_____________________________________________________________

___________________________________________________________________________

____________________________________________________________________________

	Service Order / Request ID 
	Part no.
	Part Description
	Removed Part Serial No.
	Installed Part Serial No.
	Status/Source of Part (Def/DOA/Good)             

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Reason for Defect :__________________________SLA Applicable (Y/N) _________________

Resolution Summary :Is the issue resolved completely --- Y/N __________________________

________________________________________________________________________

____________________________________________________________________________

Defective Nodes working O.K. as per Customer Satisfaction_______________________

Duration of Power failure in which the availability of nodes got affected due to non availability of DG Set_____________________________________________________________________

Customer Comments: 

____________________________________________________________________________

____________________________________________________________________________

____________________________________________________________________________

Engineer  Signature 







           Customer Signature & Stamp
Engineer Name:_________________________Customer Name :________________Customer Designation___________________
Date :

Annexure-B

Summary of Service Level Agreement (SLA)

In order to ensure system availability at all the offices, the LAN service provider (M/s HP) is required to provide certain minimum standards of service. These service standards are called ‘Service Level Agreement (SLA)’. There are two SLAs that ensure that the equipment at field is available for use at all times. They are:

1. Local IT Infrastructure Availability SLA: This SLA ensures that all nodes in the field are available for business for at least 99% of time in the business hours and 90% of time during non business hours. The non availability time measurement starts once the complaint ticket has been logged and is cumulated over the month.

2. Critical Problem Resolution SLA: Once LAN services are down (e.g. through equipment failure), HP is expected to restore the services in a specified time as follows: [image: image1.emf]
As mentioned earlier, the countdown for the resolution time would start from the time a ticket is logged.

For equipment such as printers, switches, UPS etc. the impact is measured in terms of user nodes affected. It may be noted that the entire SLA tracking mechanism and imposing penalties for not meeting them depends upon and starts with the logging of a ticket. Therefore it is essential that a ticket is logged as soon as any defect occurs.
Annexure-C

Resident Engineer- Job Description

RE Job Description

To provide hardware and software support for equipments supplied under CBEC LAN/WAN project and redeployed equipment. 

(I)
Daily activities for call management & onsite support

RE would:

1. be the first point of diagnosis in case of a communication failure. He would establish whether the break down has been caused by failure of patch cord, IO, Cabling, patch panel, mounting cord, switch/port, uplink cord, router or BSNL equipment. 

2. provide Level 1 (L1) support to on-site LAN equipment related calls. L1 support may be provided remotely, verbal or via telephone or by working hands-on. 

3. respond to user service requests for both HP and non-HP products supplied under CBEC LAN/WAN project and for equipment that is re-deployed. RE would ensure that ticket is logged with the Centralized Helpdesk by CBEC user as soon as any defect occurs. RE would assist users in case of any difficulty in ticket logging process.  
4. work with HP call center technical support to diagnose and resolve problems.

5. only attend to calls logged in the system.

6. coordinate with different third party hardware vendors for call logging & resolution.

7. follow up for spares and replacements.

8. ensure that uptime are met and SLAs are maintained.

9. assist in any application or software installation within the project scope.

(II)
Monitoring, Preventive & Training Activities

10. monitor and check of health of infrastructure hardware like UPS, Core switches and WAN equipment.

11. do random check for checking the health of LAN & Electrical cabling.

12. do audits to check for any instance of tampering.

13. log and Report security violation and deliberate attempt to tamper or damage hardware.

14. provide necessary IT Hardware training in case required (not for WAN equipment).

15. maintain local call log details and share the logs on daily basis with central helpdesk team.

16. maintain tracking, updating and reporting movement and changes in assets - Asset Management

17. maintain the site stock of spares as applicable and would report the stock to HP through Supplier Delivery Manager on periodic basis.

18. do the preventive maintenance of the equipment as necessary from time to time.

(III)
Activities requiring direct interaction with Nodal officer

19. evaluate and discuss with nodal officer and HP/CBEC central team the impact of change in office formation or renovation work.

20. maintain site issue log and share with Nodal officer for resolutions.

21. maintain LAN equipment asset inventory & Spares/units stocked on the sites including DG sets, UPS etc. 

(IV)
Image Rollout & Change Request Activities with support of HP Central team

22. support central HP team for rollout out of New OS Images or upgrades.

23. support HP central team for Change Request implementation.

24. ensure that the latest version of system image is maintained on every Thin Client at the site. He would also be responsible to replace the image as and when new versions are issued.

(V)
Handling of non-HP equipments-

WAN:- 

1. RE would monitor WAN/ MPLS connectivity on daily basis and would keep the user as well as WAN team informed, in case of any issue. 
2. RE would monitor proper handling of the accessories of the LAN/WAN RACKS like keys, console cables, patch cord etc.

LAN:- 

1. If any I/O or any other equipment related to LAN is faulty, the RE would keep the stakeholders informed and follow-up with concerned vendor.

2. RE would maintain a record of buildings’ LAN diagram/IP allocation list w.r.t Nodes/ferruling (building & floor wise).

UPS / DG Set / FE:- 

UPS    : - Proper backup, load balancing, (where applicable), input/output (off/on), other errors.

DG Set: - To check fuel tank level, battery (for auto start), engine oil level, control panel,   Input/output voltage, earth voltage etc.

FE (Fire Extinguisher):- To check Meter level and general checks.

RE would inform the concerned agencies, if any of these products is found to be defective or having issues. RE would also coordinate across the vendor teams for resolution of these issues. 
(VI)
Resident Engineer (RE) Location and Timings
1. Resident Engineer (RE) will be positioned at specified locations. However, in case of specific exigency, CBEC would provide transport for RE to attend any calls at other buildings in the vicinity. 
2. RE should be provided with seating space and other infrastructure facility required to carry out his work.

3. RE should be provided with an office telephone and PC/Thin Client for call logging and MIS related activity.

4. Advance communication should be provided to RE for any civil or furniture renovation work at site to evaluate the impact of the action on L&E/ IT hardware deployed.

5. Any movement or change in office formation should be informed to RE to evaluate new requirements.

6. Working hours/days for RE would be as per the CBEC working hours/days (8.30 Hrs with 30 Minutes lunch break).
(VII)
Exclusion from the Scope of work of REs

1. Handling MPLS/ Leased Line maintenance. RE would, however, co-ordinate with the teams. 

2. Operation of Diesel Generator.
3. Shifting or Movement of IT Hardware except when authorized by DOS.
4. Any kind of data entry or printing except when authorized by DOS.
5. Personal data backup. 
6. Data recovery of any kind except when authorized by DOS would be on a best effort basis. 
7. Support on existing server or hardware not covered under CBEC LAN project.
8. Any non-licensed installation of application or software. 
Annexure-E

Support Procedure for non-RE Sites

1. As part of CBEC’s LAN project, onsite support is being provided through HP Resident Engineers (RE) at certain important sites. In exigencies, these REs may be used for handling problems at nearby LAN locations as well, though their regular duties are limited to the buildings where they are posted. 

2. For other locations dedicated off-site support engineers from HP’s service partner agencies have been identified. Once an issue has been raised with the LAN service desk at nightdesk.bangalore@hp.com, and a ticket logged, a call can also be made to the dedicated off-site support engineer citing the ticket number. The support engineer will check details of the problem with HP service desk and respond to the call accordingly. He may provide remote support to the location or he may visit the site to analyze the issue and resolve the problem.

3. For issues related to DG, UPS and line printers the representatives of the concerned OEM may thereafter visit the location, if required.

4. For circumstances requiring replacement of parts/equipments, in case the relevant spares are available at a nearby CBEC location, the service agency may draw upon the spares through the HP RE. HP will replenish these spares at the earliest to maintain the inventory as per requirements. 

5. In case the spares are to be obtained from the nearest HP warehouse, the request would be logged by the HP service desk and the spares would be sent by courier C/o the Nodal Officer. These consignments should be received by the authorized CBEC representative at that location. The consignment should not be opened and handed over in sealed condition to the Service Engineer. 

6. The service engineer would be responsible for testing and installing the spare. He would also re-pack and seal the damaged part and advise HP’s authorized courier agency for that location to collect the same. He would also provide particulars of the courier agency to the CBEC officers and authorize them to hand over the package for return to HP.

